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 Summarize incident response and digital forensics procedures
» Utilize appropriate data sources for incident investigations

e Explain security alerting and monitoring concepts and tools
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Incident Response Processes

Lessons
Learned

Preparation Detection Analysis Containment Eradication Recovery
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Preparation (1)

e Cybersecurity infrastructure

* Cyber Incident Response Team
* Reporting, categorizing, and prioritizing (triage)
e CIRT/CERT/CSIRT/SOC
 Management/decision-making authority
* Incident analysts
* Roles beyond technical response

* Legal, Human Resources (HR), Marketing
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Preparation (2)

e Communication plan
* Prevent inadvertent disclosure
e Call list identifying trusted parties
* Share data on a need to know basis

e Qut-of-band communications—avoid alerting intruder
* Stakeholder management

 Communication with internal and external stakeholders

e Notification and reporting

* Incident response plan (IRP)
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Detection

e Detection channels

* Monitoring and alerting from logs and
other data sources

= Security @nion 2

Alerts Options Total Found: 30

e Deviation from baseline metrics

Q v Group By Name, Module (a3 D last 24 hours v gy
L

* Manual inspection

Include

Exclude

* Notification procedures

Only

ice Created Drilldown

) P u b | ic re p O r‘ti ng a n d W h ist | e b I OWi n g ET JA3 Hash - Possible Malware - Trickbot ¥ Group By rlHdown into this value

‘Windows Defender: Antivirus real-time pro s windows_eventiog

New Group By
Windows Defender: Antimalware scan was windows_eventiog

° F i rst re S p O n d e r ET MALWARE Possible Metaspioit F’ay\roa:. eximE

https://siem.ad.structureality.com/#/alerts?q="| groupby rule.name event.module event.s...eld=rule.name&fitterValue=ET JA3 Hash - Possible Malware - Trickbot&filterMode=DRILLDOWN

Pl (from server)  suricata

Actions L suricata

«  Member of CIRT taking charge of a
reported incident
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Analysis

. Analysis and incident identification
. Classify and prioritize

. Downgrade low priority alerts to log-only

@@ @ @

1. Reconnaissance 2. Weaponization 3. Delivery 4. Exploitation /} ° Data integrity, downtime
T e . Economic/publicity
. Detection time, recovery time
5. Installation 6. Command & 7. Actions on
Control (C2) Obijectives
* (Category
. Kill chains and threat intelligence
* Playbooks
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* |ssues
e Loss control
e Countermeasures available

* Preserving evidence
* |solation-based containment

e Segmentation-based containment
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Eradication and Recovery

* Reconstitution of affected systems
e Reaudit security controls

* Ensure that affected parties are notified
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Lessons Learned

* Meet and report

* Root cause analysis
* Five whys
* Drill through incident with questions: Who, why, when, where, how, what

 Walkthrough timeline
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Testing and Training

* Testing
* Tabletop
 Facilitator presents a scenario
* Does not involve live systems
*  Walkthroughs

* Responders demonstrate response
actions

e Simulations

* Red team performs a simulated

Members of the Kentucky and Alabama National Guard participate in a simulated intrusion
network attack exercise.
(Photo by Kentucky National Guard Maj. Carla Raisler.)

* Training
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Threat Hunting

* Proactive process compared to
reactive incident response

= Security@nion

* Warning of new threat types

"ET MALYWARE Possible Metaspioit Payload Common Construct Bind_Al

Basic Metrics

Intelligence fusion and threat
data

o
& c
= P
&
&
L]

Group Metrics

R B R £

* Maneuver

&

- S * Awareness that threat actor
The Hunt dashboards in Security Onion can help to determine whether a given alert mlght ta ke cou ntermeasu res

affects a single system only (as here), or whether it is more widespread across the
network. (Screenshot courtesy of Security Onion securityonion.net.)
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Incident Response

* Incident response processes
* Preparation
* Detection
* Analysis
* Containment
* Eradication
* Recovery

e Lessons learned
e Testing and training

e Threat hunting
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Due Process and Legal Hold

* Digital forensics

* Collecting evidence from computer systems to a standard that will be accepted in a court
of law

* Evidence, documentation, and admissibility

* Latent evidence

e Collection must be documented
* Due process

* Evidence collection and analysis procedures that ensure fairness
* Legal hold

* Right to seize systems as evidence
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* Legal seizure and search of devices
* Computer on/off state

* Order of volatility
* CPU registers, cache memory, and non-persistent system memory (RAM)
* Data on persistent storage
 Remote logging and monitoring data
e Physical configuration and network topology

 Archival media
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System Memory Acquisition

ames \Down1oads>volatill 6_win a ne. e mp --protile=wWin/

* Evidence recovery from non-
persistent memory e TR T e e

2028-81-09 UTC+8888
UTC+eoee
UTC+eeee
UTC+eeee
UTC+eeee
UTC+eeee
UTC+eeee
UTC+8888
u 6088
UTC+8888
UTC+8888

* Contents of temporary file
systems, registry data, network
connections, cryptographic keys,

2028-81-
2028-81-09
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[

* Live acquisition

5
4
5
3
e
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4

* Pre-install kernel driver

2026-81-89
2026-81-89
2028-01-89
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8 UTC+eeee

Screenshot: Volatility Framework volatilityfoundation.org.)
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Disk Image Acquisition

* Non-volatile storage media and
devices

* Acquisition types

* Live acquisition

:~# dcfldd if=/dev/sda hash=sha256 of=/root/FORENSIC/ROGUE.dd bs=512 co

ten.Total (sha256): 7a72be231f393d40eBac72cb2b3a’

eca291a34137 » Static acquisition by shutting down
the host

e Static acquisition by pulling the

Using dcfldd (a version of dd with additional forensics functionality created by the DoD) pl u g
and generating a hash of the source-disk data (sda).

* Imaging utilities

e Forensic software suites and file
formats
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Preservation

* Timeline and provenance
. Record process of evidence acquisition
*  Use a write blocker
* Evidence integrity and non-repudiation
*  Cryptographic hashing and checksums
*  Take hashes of source device, reference image, and copy of image for analysis
e Chain of custody
* Integrity and proper handling of evidence from collection, to analysis, to storage, and finally to presentation
*  Secure tamper-evident bagging

e Secure storage facility and protection against environmental hazards
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Reporting

* Summarizes contents of the digital data
* Conclusions from the investigator's analysis
* Professional ethics
. Analysis must be performed without bias
. Analysis methods must be repeatable
. Evidence must not be changed or manipulated

* E-discovery

Electronically Stored Information (ESI)

Identify and de-duplicate files and metadata and facilitate search and tagging

Protect access and make tamper-evident

J Facilitate disclosure
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Digital Forensics

* Due process and legal hold
* Acquisition
* Order of volatility
* System memory acquisition
* Disk image acquisition
* Preservation
* Evidence integrity, reference hash, chain of custody
* Reporting

* E-discovery
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Data Sources, Dashboards, and Reports (1)

e System memory and media device file system data and metadata

* Log files generated by network appliances

* Network traffic captured by sensors and/or intrusion detection systems
* Log files and alerts generated by network-based vulnerability scanners
* Log files generated by the OS components of client and server hosts

* Log files generated by applications and services running on hosts

* Log files and alerts generated by endpoint security software installed on
hosts
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Data Sources, Dashboards, and Reports (2)
Analyst dashboard

e Console of alerts that require
prioritization and investigation

Security @nion

Basic Metrics

=2
j=) x Q
g2 = 9

L
[

Manager dashboard

e Qverall status indicators

ek % Il B O

Automated reports

oals
g

e Alerts and alarms

* Status reports for response team,
v conson business managers, business
Screenshot courtesy of Security Onion (securityonion.net.) owners, an d com P liance
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Log Data

* Event

 Format and source (local or
redirected over network)
<5=Mar 12 05:11:40 LX1 kernel: [ 8399.702841] netfilter - ACCEPT

° Event d ata versus meta d ata IN=ethO OUT= MAC=00:15:5d:01:¢2:55:00:15:5d:01:ca:ad:08:00 SRC=10.1.0.102 DST=10.1.0.10

LEN=88 TOS=0x00 PREC=0x00 TTL=128 ID=11507 DF PROTO=TCP 5PT=1901 DPT=22 WINDOW=32767 RES=0x00 ACK PSH URGP=0
<5zMar 12 05:11:46 LXI kernel: [ 8404.945586] netfilter - ACCEPT

IN=eth( OUT= MAC=00:15:5d:01:¢a:55:00:15:50:01:ca:ad:08:00 SRC=10.1.0.102 DST=10.1.0.10

LEN=52 TOS=0x00 PREC=0x00 TTL=128 ID=11510 DF PROTO=TCP 5PT=1906 DPT=80 WINDOW=65535 RES=0x00 5N URGP=0
<d=Mar 12 05:12:07 LXI kernel: [ 8426.739265] netfilter - DROP

IN=eth0 OUT= MAC=00:15:5d:01:¢&:55:00:15:50:0:ca:ad:08:00 SRC=10.1.0.102 DST=10.1.0.10

LEN=52 TOS5=0x00 PREC=0x00 TTL=128 ID=11613 DF PROTQ=TCP 5PT=1911 DPT=21 WINDOW=64240 RES=0x00 SYN URGP=0

* Windows Event Viewer
* Syslog
e PRI —facility and severity

 Header with timestamp and host

* Message part
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Host Operating System Logs

» Security/audit logs

e Authentication and authorization
events

00:01:57 lamp sshd[453]: Server listening on 0.0.0.0 port 22. ® Flle System eve nts

00:01:57 lamp sshd[453]: Server listening on :: port 22.

00:17:01 lamp CRON([744]: pam unix(cron:session): session opened for user root(uid=0) by (ui .

00:17:01 lamp CRON[744]: pam unix(cron:session): session closed for user root [ ] WI ndOWS

00:26:47 lamp login[415]: pam unix(login:auth): authentication failure; logname=LOGIN uid=0

00:26:51 lamp login[415]: FAILED LOGIN (1) on '/dev/ttyl' FOR 'root', RAuthentication failur

00:26:559 lamp login[415]: FAILED LOGIN (2) on '/dev/ttyl' FOR 'root', Ruthentication failur ° App“cation Security and System
00:27:05 lamp login[415]: FAILED LOGIN (3) on '/dev/ttyl' FOR 'root', Authentication failur 7 ’
00:27:11 lamp login[415]: pam unix(login:session): session opened for user lamp (uid=1000) b

00:27:11 lamp systemd-logind[396]: New session 3 of user lamp. .

00:27:11 lamp systemd: pam unix(systemd-user:session): session opened for user lamp (uid=100 L] LI n uX

00:29:26 lamp sudo: lamp : TTY=ttyl ; PWD=/home/lamp ; USER=root ; CCMMAND=/usr/bin/cat

00:29:26 lamp sudo: pam unix(sudo:session): session opened for user root (uid=0) by lamp (uid

Linux authentication log showing SSH remote access is enabled, failed authentication ¢ SyS l Og Versus Journa Id
attempts for root user, and successful login for lamp user.

e Common log files

* macOS unified logging
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Application and Endpoint Logs

* Application logs

] Event Viewer

- X
File Action View Help -
eeamEs * Endpoint logs
5 [ VHDMP ~ Actions
> [ Velume = — N
+ [ Volumesnapst || Leve! Date and Time Source EventID Task Category
5 I VpnPluginPla | | @ Information 7/6/2023 12:17:41 AM Windows Def... 1117 None = Open Soved Log..
> [ VPN-Client 7/6/2023 12:17:21 AM Windows Def.. 1116 None ¥ Create Custom View... . .
S . e Security software running on
> [ webAuth @Error 7/6/2023 12:12:08 AM Windows Def... 2001 None v
> & webAuthi Event 1117, Windows Defend x Clearteg:.
> [ weblo e L T et T Filter Current Log...
5 [ WEPHOSTSVC General Detsils OS S
5 [ WER-Payloadt E] propeties
3 Disable L
> Ll wee Microsoft Defender Antivirus has taken action to protect this machine from mehware or other - sebleteg
> [ Windzk potentially unwanted software. 88 Find..
v [ Windows Defe For more information please see the following: Save Al Bvents &
=] Operation: https://go.microsoft.com/fwlink/linkid= 370208&name=Exploit:097M/CVE-2010-3333.P) id= I Save All Events As.. . .
B wHC Attach  Task To this L... Y
- Name: ExploitO37TM/CVE-2010-3333.08
> e x‘":“‘”‘ ;"E“ D: 2147751702 View »
> [ Windows Rem Severity: Severe
5 [ WindowsColol Category: Exploit 1G] Refresh H H H H
el I — G : incidents to indicate threat levels
+ B WindowsUllm: Detecsion Origin: Local machine
| WindowsUpd Detection Type: Concrete Event 1117, Windows Defen... &
> [ WindowsUpda Detection Source: Real-Time Protection
> [ WinHitp (Micr User: NT AUTHORITYSYSTEM [E] EventProperties
5 [ WinlNet Process Name: Ci\Proaram Files\Moszilla T derbird v ] Attoch Task To This Ev..
5 [ WinlNet (Micn - . . .
K Winlogon Log Name: Microsaft-Windows-Windows Defender/Operational S Copy » ° ncigae nt att ribu t Ion an t re at
3 [ Winhat Source: Windows Defender Logged: T/6/2023 12:17:41 AM ol Save Selected Events
5 ] Winsock Catal Event ID: m7 Task Category: None |G Refresh . .
» [ Winsock Namy Level: Information Keywords:
5 [ Winsock Netw : H Hep 4
- User SYSTEM Computer:  PCl0.ad.structureality.com
» [ Wired-AutoCo
- OpCode: Info
> [ WMI-Activity . )
> T WMPNSS. Ser More Information: Event Log Online Help
> [ Wordpad v
< >

* Vulnerability scans

Windows Defender logging detection and quarantine of malware to Event Viewer.
(Screenshot used with permission from Microsoft.)
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Network Data Sources

* Network logs

. Security @nion
e Traffic and access data from wier a

n etWO r k a p p I i a n Ce S 2023-07-24 06:49:34.03 10.1.16.2 6 ET MALWARE Possi

@timestamp
. destination.ip
[ ] F I reWa | | | Ogs destination_port
ecs.version
event category network

event.daiaset alert

* Correlate to malicious activity on

h O St S event module suricata
event severity 3
event severity_label high
message {"timestamp" 8 9009128427 "in_iface" "bond0","event_t
[ ] I PS/I D S I Ogs ature_id":202 > X Y > Metasploit Payload Common Col

y ojan-activi E ed_product Any, attack_target
asploit, updated_at 2018_07_10;)"},"app_proto":"failed","payload_printable":"....December... AM..P] d

e  Summarize volume of detection
i n C i d e nts to i n d ica te t h re a t I eve I S - 5 "'ett-;:-urreth-'rm:. 'sor.Nur;r;er,,,GelLog\ - : r\nfn.m%atinlw,,Crzjflz:;Zgﬁ?E:iﬁi

kCount64..GefFileinformationByHandleExW...SetFileinformationByHandleW.U.S.E.R.3.2

Viewing the raw log message generated by a Suricata IDS alert in the Security Onion

e Attribution and threat intelligence SIEM.
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Packet Captures

* Pivot from alert event to per-

File Edit !iewrgo Capture Analyze Statistics Telephony Wireless Eols Help aCket Or frame anal Sis
AR @ mMORE Qes=s s EQaQQal P Y

[i [Apply a display filter ... <Ctrl-/> =] Expression... = +
No. Time Source Destination Protocol Length Info e e
1023 0.589052 172.16.2.201 172.16.2.4 TCP 1514 49224 - 445 [ACK]. [ ] EXt ra Ct | n a r ata
1024 0.590038 2.201 1294 Write AndX Reque..
1025 0.590622 172.16.2.4 172.16.2.201 TCP 54 445 ~ 49224 [ACK]..
1026 0.500783 172.16.2.4 172.16.2.201 SHE 105 Write AndX Respon..
1027 0.591937 172.16.2.201 172.16.2.4 TCP 1514 49224 — 445 [ACK].. -
Process ID: 2764 -

User ID: 2048
Multiplex ID: 180862
w Write AndX Request (@x2f)

Word Count (WCT): 12

And¥Command: No further commands (@xff)

Reserved: @@

AndX0ffset: @

« FID: 0x4005 (\WINDOWS\q7olpsq cxfin@9died8jGqcvpakbvsOgppbesdzhvirgb@9cvahldpha7@6igdv].exe)

[Opened in: 1821]
[Closed in: 1164]
[File Name: “WINDOWS“\q7olpsq_cxfin@9died8jGogcvpakbvsOgppbes9zhvirgb@9cvah3pha7@6igdv].exe]

b [Create Flags: Ox00000016]

b [Access Mask: ©x10000000]

p [File Attributes: Gx000000E80]

b [Share Access: @x00000003, Read, Write]

p [Create Options: Gx00000840]
[Disposition: Overwrite If (if file exists overwrite, else create it) (5)] b

90 B0 03 00 00 00 04 00 00 0O ff ff 00 OO . . -
i) 00 00 00 00 40 00 0O oo ee ot = c

00 00 PO OO OO OO GO G0 G0 00 G0 00 60 00 0O

Frame (1294 bytes) ‘ Reassembled TCP (4160 bytes) |

@ 7 Data read/written to th...file_data), 4096 bytes Packets: 1250 ' Displayed: 1250 (100.0%) ~ Profile: Default

Using the Wireshark packet analyzer to identify malicious executables being transferred
over the Windows file-sharing protocol. (Screenshot Wireshark wireshark.org.)
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File

Metadata

Date/time and security attributes

Extended attributes and properties

e Web

Request and response headers

Email

Internet header listing message

transfer agents

Spam/security analysis

SR U} Subject =l Correspondents 9 Date ~ B
b Internal job application -] Dev (IT) @ 943 AM
n Source of: imap://sam%40structureality %o2Ecom@mail structureality.com: 143 /fetch%3E.. — m} X

From Dev (IT) <dev®

To Me ®
Subject Internal job ap

Hi Sam,

Thanks for consii
discussed.

Regards,

Dev (IT)

> [L]J 1 attachment: patcher.exe 72,1 kB

File Edit View Help

<

heturn—Path: dev@structurealty.com
Received: from mailgw.structureality.com {(Unknown [18.1.128.253])
by mail.structureality.com with ESMTP
; Mon, 24 Jul 2623 @7:43:43 -6700
Received: from anymessage.asanyone.atanytime.foo (unknown [2083.8.113.66]
by mailgw.structureality.com (Postfix) with ESMTP id 7C939EACT9
for <samf@istructureality.com»; Mon, 24 Jul 2823 ©9:43:43 -858@ (CDT)
Received: from kali.local (localhost [127.8.8.1])
by anymessage.asanyone.atanytime.foo (8.17.2/8.17.2/Debian-1) with E
for <sam@structureality.com>»; Mon, 24 Jul 2823 ©89:43:43 -8580
Received: (from kali@localhost)
by kali.local (8.17.2/8.17.2/Submit) id 360EhhGE@@1867;
Mon, 24 Jul 2823 89:43:43 -8588
Date: Mon, 24 Jul 2823 @9:43:43 -8500
Message-Id: <2082387241443.360EhhGE@@1867@kali. local>
X-Authentication-Warning: kali.local: kali set sender to dev@structureal
Content-Type: multipart/mixed; boundary="XXXXboundaryXXXXpart"
MIME-Version: 1.8
From: Dev (IT) <dev@structureality.com»
To: Sam <sam@structureality.com>
Subject: Internal job application

- - XXXXboundaryXX{Xpart
MIME-Version: 1.8
Content-Type: text/plain;

Cnntent-Transfer-Fnrnding -

charset="utf-8"
minted-nrintahle
>

& Save v

Unread: 0 Total: 1

Analyzmg headers in a ph/sh/ng message the sender /s using typosquatt/ng to hope the



http://structureality.com/
http://structureality.com/

* Data sources, dashboards, and reports
* Log data
* Host operating system logs
* Application and endpoint logs
* Network data sources
* Network appliance logs, firewall logs, IPS/IDS logs

* Packet captures

e Metadata
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Security Information and Event Management

= (O wazuh. v

Modules

Dashboard Events
[8 ~ Search DAL
manager.name: wazuh |+ Add filter
Total Level 12 or above alerts
Alertlevel evolution
[ J]
®4
®s
20
® 12

08:20:00 08:25:00 08:30:00 08:35:00 08:40:00
timestamp per 30 seconds

Wazuh SIEM dashboard—Configurable dashboards provide the high-level status view

Security events @

~  Last 30 minutes

Authentication failure

0

s

a @

() Explore agent [3 Generate report

Show dates

Authentication success

Top MITRE ATT&CKS e
@ Valid Accounts
@ Windows Service
‘! @ Disable or Modify T...

of network security metrics. (Screenshot used with permission from Wazuh Inc.)

Log collection
*  Agent-based

* Local agent to forward logs
e Listener/collector

* Protocol-based remote log forwarding (syslog)

. Sensor

* Packet capture and traffic flow data

Log aggregation

*  Consolidation of multiple log formats to
facilitate search/query and correlation

. Normalization of fields
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Alerting and Monitoring Activities

* Alerting and correlation
e  Static rules and logical expressions
* Threat intelligence feeds
* Validation of alerts as true positives versus false positives
* Quarantine for remediation
* Reporting
e Executive, managerial, and compliance audiences
* Archiving
* Preserve evidence of attack

* Facilitate threat hunting and retrospective incident identification
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Alert Tuning (1)

e Correlation action to log only, trigger alert, or trigger alarm

* Reduce false positives without increasing false negatives
* False positives raise an alert when there is no actual malicious activity
* False negatives do not raise an alert when there is malicious activity

* True positives measure successful detection of incidents
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Alert Tuning (2)

e Techniques for tuning
* Refining detection rules and muting alert levels
* Redirecting sudden alert “floods”
e Redirecting infrastructure-related alerts
* Continuous monitoring of alert volume and analyst feedback

 Deploying machine learning (ML) analysis
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Monitoring Infrastructure

e Network monitors

* Appliance state data

T
<« C O DO localhost:3000/lua/flows_stats.lua 80% ¥ ® =

. ope . . ™ et - $’dﬁ'::‘ ;ﬁg gg gg: [0 ]am]s=]+] Q  search aA- a-
. Heartbeat availability monitoring .
eartoeat avallapllity monitorin Active Flows .
. 10 -~ Hosts~ Status~  Severity~ Direction~  Applications ~  Categories ~ DSCP~  HostPool~  IP Version~  Protocol ~
o S I m p | e N etWO r k M a n a ge m e nt Application Protocol Client Server Duration Breakdown Actual Thpt Tot
P roto C O | ( S N M P ) t ra p S @ TargusDatasp... sl UDP mon10 (33577 172.16.0.201 [[§:5201 00:30 Obps 37
@ STUN.WhatsAp.. W A UDP _gateway [§34220 mon10 [§:2055 00:56 Obps=— 147
Q ICMP plg IcMP - monlo [ _gateway [ 00:56 0bps— [}
¢ N Etfl O W/ I P F I X Q DNS UDP mon10 [i):32888 dc10.corp.515support.com ([l:domain  00:25 Obps— 624
Q DNS UDP  monl0 [i)43382 dc10.corp.515support.com [l domain  00:25 0 bps 6!
. . .

[ ] Re CO rd S tra ffl C Stat I St I CS Q DNS yiy UDP  monio [[§)43995 dc10.corp.515support.com [@domain  00:25 Obps=— 624
Q DNS i UDP mon10 [):37313 dc10.corp.515support.com [[l:domain  00:25 0bps 6
° . . @ DNS ol uDP mon10 (50749 dc10.corp.515support.com [[ldomain  00:23 Obps— 624
F I OWS d Efl n e d by e n d p O I nts a n d @ DNS uly UDP mon10 [i):58804 dc10.corp.515support.com [@domain  00:23 Obps=— 624
p O rt S ( keys ) Q DNS UDP mon10 (51449 dc10.corp.515support.com ([l:domain  00:23 Obps— 624

ntopng community edition being used to monitor NetFlow traffic data. (Screenshot used

* Netflow exporters and collectors courtesy of ntop.)
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Monitoring Systems and Applications

e System monitors and logs
*  System health reporting
*  System logs to diagnose availability issues

*  Security logs to audit access
e Application and cloud monitors

*  Application health monitoring

*  Cloud service health
* Vulnerability scanners
* Antivirus

e Data loss prevention (DLP)
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e Scanning for configuration
vulnerabilities

= ) wazuh. v  wodues NIST 800-53 ® ) ©®

 Lack of controls

Controls Dashboard Events

Search DQL ~  Last 7 days

* Improper configuration

Hide requirements with no alerts X

NIST @& Requirements

800- QU Filter requirements . .
53 * Security content automation
AC.7 - UNSUCCESS... 183  AUG-AUDITREVIE.. 7  AUS-RESPONSET.. 2  AG2-ACCOUNTM.. 0
Requireme... m
ACH- LEASTPRIVIL.. O  ACI2-SESSIONTE.. 0  AUS-TIMESTAMPS.. 0  AUS-PROTECTION.. 0
- protocol (SCAP)
AUI2 - AUDIT GENE.. O | CA3-SYSTEMINTE.. O  CM1-CONFIGURATL. 0  CM.3- CONFIGURAT.. 0
Requireme... n
CM.5 - ACCESSRES.. 0 | IA4-IDENTIFIERM.. 0  IAS-AUTHENTICAT.. 0  IA10-ADAPTIVEIDE.. 0
Requireme... n
0

N . SAI1 - DEVELOPER ... 4] SC.2 - APPLICATION... 0 SC.7 - BOUNDARY P... 0 SC.8 - TRANSMISSL... Y La n g u a ge to e n a b I e Sca n n e rS to
Monitoring template aligned to NIST 800-53 framework requirements. I 03 d con fl g ura t | on be nc h ma rks
and scan for deviations
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Alerting and Monitoring Tools

* Security Information and Event Management
. Collection and aggregation
e Alerting and monitoring activities
. Correlation, reporting, archiving
e Alert tuning
. False positives, false negatives, alert fatigue
* Monitoring infrastructure
. Network monitors, NetFlow
* Monitoring systems and applications
* Benchmarks

. SCAP, OVAL, XCCDF configuration baseline scanning
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