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Endpoint Hardening

Operating System Security
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Using Security Compliance Manager to compare settings in a production GPO with ° M a ny oth ers
Microsoft's template policy settings. (Screenshot used with permission from Microsoft.)
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Endpoint Protection

* Segmentation

Isolation

e Antivirus and Antimalware
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A segmented network showing Marketing and Finance subnets and the placement of network
devices. Traffic between the two networks is controlled by the router. (Images © 123RF.com.)
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Advanced Endpoint Protection

* Endpoint Detection and Response (EDR)
* Extended Detection and Response (XDR)
e Host-Based Intrusion Detection/Prevention (HIDS/HIPS)

e User Behavior Analytics (UBA)/User and Entity Behavior Analytics
(UEBA)
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Endpoint Configuration

* Principle of Least Privilege

 Access Control Lists

Permission Entry for LABFILES [m] x

Principal:  Everyone Select a principal

v * File System Permissions

Appliesto: | This folder, subfolders and files v

Advanced permissions: Show basic permissions

[CJFull contrel

[] Traverse folder / execute file
List folder / read data

Read attributes

Read extended attributes

[] Create files / write data

[ Createtolders / append data

[ Write attributes

[[]Write extended attributes
[] Delete subfolders and files
[ Delete

Read permissions

[[] Change permissions

[ Take awnership

Application Allow Lists and Block
Lists

Monitoring

[[]0nly apply these permissions to objects and/or containers within this container

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

e Configuration Enforcement

Cancel

* Group Policy

Configuring an access control entry for a folder. (Screenshot used with permission from

Microsoft.) b S E I_| NUX
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Hardening Techniques

* Protecting Physical Ports

* Encryption
*  Full Disk Encryption (FDE)
* Removable Media Encryption
* Virtual Private Networks (VPNs)

*  Email Encryption
* Host-Based Firewalls and IPS
* Endpoint Protection
e Changing Defaults

* Removing Unnecessary Software
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Hardening Specialized Devices

* ICS/SCADA

e Strict network segmentation
* Robust authentication
* Unidirectional gateways (or data diodes)

e Limit data flow to one direction

e Embedded and RTOS

* Select devices based on security capabilities
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Endpoint Security

* Endpoint Hardening

* Endpoint Protection

Advanced Endpoint Protection

Endpoint Configuration

* Hardening Techniques

Hardening Specialized Devices
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Mobile Hardening Techniques

* Many similarities between hardening mobile devices or traditional computers
* Mobile devices are more prone to physical loss or theft
* Deployment Models

e Bring your own device (BYOD

e Corporate owned, business only (COBO)

e Corporate owned, personally enabled (COPE)

* Choose your own device (CYOD)
 Mobile Device Management

* Full Device and External Media Encryption
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Full Device Encryption and External Media

* IniOS, there are various levels of encryption

* All user data on the device is always encrypted

 Email data and any apps using the “Data Protection” option are subject to a
second round of encryption

* |In i0S, Data Protection encryption is enabled automatically when
you configure a password lock on the device

* A mobile device contains a solid state (flash memory) drive for
persistent storage of apps and data
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Location Services

* Global Positioning
Device configuration - Profiles Create profile Device resmctu:n; xGenemi . 20 @ — Sys te m ( G PS)

* Name Select a category to configure settings.

4 zettings available

Data)

: .

- [ otcoiprea |
\ gtslearning EMM Default Android Policy «\ smer Block Lo o re
L General 5 0, e .
o Heremren Copy and paste (Samsung KNOX only) @ Block | Notconfigured ) I n O O r PO S It I O n I n g
Enter a description..
nter a description v S Clipboard sharing between apps (Samsung KNOX only) & Black Not configured
7 10 settings available > i : i
* Platform Disgnestic data submission (Samsung KNOX only) @ Block VeI ys e r r l
& Android v Google Play Store
; S::mg :va\\ab\e > Factory reset (Samsung KNOX only) @ Block Mot configured
Rl Profie type
Device restrictions - N Geolocation (Samsung KNOX only) 8 Block e
estricted Apps 5 .
5 - 2 settings available Power off (Samsung KNOX only) @ Block Not configured [ ) G e Ofe C I n g
ettings l l
- Configure 2 Browser S S KNOX only) @
> creen capture (Samsung only) Block Not configured
5 settings available
m _
Voice assistant (Samsung KNOX only) @ Block Not configured
Allow or Block apps N .
4 3 settings available YouTube (Samsung KNOX only) @ Black Not cenfigured [ J G P S I a gg I n g ( eX E X I F
L]
= Cloud and Storage N Shared Devices @ Allow Not configured
>

Restricting device permissions such as camera and screen capture using * Prima ry concern Of
Intune. (Screenshot used with permission from Microsoft.) Iocatio n services is

privacy
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Cellular and GPS Connection Methods

e Cellular/Mobile
Data
Connections

«

Create profile 3

Device restrictions

Google Play Store

Cellular and connectivity

FoRNARD S

ular and connectivity

a
GTSLEARNING )
(]

* Name
i i Data roaming (Samsung KNCX onl
gislearning EMM Defaull Android Policy 1 setting available g ( g y) Block Not configured
=
Description Restricted Apps SMS/MMS messaging (Samsung KNOX only) @ Block Not configured
: 2 settings available
Enter a d tion...
[ ) ( I O b a I nera deseriprien Voice dialing (Samsung KNCX only) @ Block Not configured
] Browser )
* Platform 5 settings available Voice roaming ($amsung KNOX only) @ Block Not configured
° ° ° () Android
Bluetooth (Samsung KNOX only) & Block Not confiqured
Allow or Block apps
- * Profile type . .
Y 3 settings available
Device restrictions NFC (Samsung KNOX only) @ Block Not configured
] Cloud and St 8
S St e I I I G P S ) oud and storage Wi-Fi (Samsung KNOX only) @ Block Not confiqured
Settings 4 settings available
& Configure 'Wi-Fi tethering (Samsung KNOX only) @ Block Not configured
Cellular and connectivity
@] 8 settings available
L 2 Kiosk
3 settings available
=
>

Locking down Android connectivity methods with Intune—note that most settings can be applied
only to Samsung KNOX-capable devices. (Screenshot used with permission from Microsoft.)
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Wi-Fi and Tethering Connection Methods

Mobile devices usually default to using a Wi-Fi connection
 Home/Public vs Enterprise Network

* Rogue/Evil Twin networks

Personal Area Networks (PANSs)
* Peripherals

e Other devices/computers
 Ad Hoc Wi-Fi and Wi-Fi Direct
* Tethering and Hotspots
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* Mobile Hardening Techniques

* Full Device Encryption and External Media
* Location Services

* Cellular and GPS Connection Methods

e Wi-Fi and Tethering Connection Methods
* Bluetooth Connection Methods

* Near-Field Communications and Mobile Payment Services
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